NMH®OPMALIMOHHASA NAMATKA
And ObYY4YAHOLWNXCA ANAa PASMELWLEHNA
HA O®PULIUMAJIbHBIX MHTEPHET-PECYPCAX

C KaxapbIM rogoM MoONoAexXun B MHTEpHeTe CTaHOBUTbLCS 60sblle, a WKOJAbHUKM O4HU
M3 CaMblX aKTUBHbIX Mofnb3oBaTenen PyHeta. Mexay TeM, MNOMMMO OFPOMHOrO
KONM4YecTBa BO3MOXHOCTEN, MHTEpPHET HeceT u npobnembl. 3Ta namsaTka LOOJIKHA
nomoyb Tebe 6e30nacHO HaXxoaMUTbCS B CETW.

KomnbroTepHble BUPYCbI

KoMnblOTepHbI  BUPYC - 3TO  pPa3HOBUMAHOCTb  KOMMbKOTEPHbIX  Mporpamm,
OT/IMUNTENbHON OCOBEHHOCTLI0 KOTOPOWN SABNSETCS CNOCOBHOCTb K pasMHOXeHWto. B
OOMNOSIHEHWE K 3TOMY, BUPYCbl MOryT MOBPeAUTb WM MOJHOCTbID YHUUYTOXUTb BCe
dannbl U AaHHble, MOAKOHTPOJSIbHbIE MOSb30BaTEND, OT WMMEeHM KoToporo 6bina
3anyweHa 3apaxXeHHas nporpamMMa, a TakXke MNOBpeAuTb WAW AaXe YHUUYTOXWUTb
OonepaumoHHY0 CUCTEMY CO BCcemum dannamm B uUenoM. B 6onblMHCTBE Cny4yaes
pacnpoCTPaHSATCS BUPYCbl Yepe3 MHTEPHET.

MeToAbl 3aWnTbl OT BPEAOHOCHbIX MPOrpamMMm:

1. Ncnonb3yi coBpeMeHHble onepaumnoHHble CUCTEMbI, UMEKLLNE CePbE3HbIN YPOBEHb
3aWMTbl OT BPEAOHOCHbIX Mporpamm;

2. TIOCTOAHHO ycTaHaenmMBan natum (UudpoBble 3anaaTKM, KOTopble aBTOMaTU4ecKu
yCTaHaB/IMBAKOTCA C uenbio AopaboTku nporpamMmbl) U apyrve obHoBNeHWs CBoek
onepaumoHHON cuctembl. CkaumBam UX TONbLKO C oduLManbHOro cata paspaboTumka
OC. Ecnu cyLwecTByeT pexuM aBToMaTM4yeckoro o6HOBNEHUS, BK/OUM €ro;

3. Pabotan Ha cBoeM KOMMblTEpe noh nMpasBaMuM NoONb30oBaTens, a He
aAMUHUCTpaTopa. DTO He nMOo3BOMUT OGONbLWMHCTBY BpPeAOHOCHbIX MNporpamMM
MHCTaNIMPOBaTbCA Ha TBOEM MepCcOHaNlbHOM KOMMbIOTEPE;

4. icnonb3yih aHTUBMPYCHblE NMPOrpaMMHble NPOAYKTbl M3BECTHbIX NMPOU3BOAUTENEN,
C aBTOMaTn4yeckuMm obHoBneHuem 6as;

5. OrpaHuyb usnyeckmin 4oCTyn K KOMMNbOTEPY ANS MOCTOPOHHUX NUL;

6. cnonb3yn BHeLWHMe HoCcUTeNn nHdopMaunm, Takme Kak dnewka, Auck unun dann
U3 MHTepHeTa, TONIbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKpbiBa KOMMNbIOTEPHbIE aifbl, NONYYEHHbIE U3 HEHAAEXHbIX NCTOYHMKOB.
Odaxe Te ddannbl, KOTOpble Mpucnan TBOWM 3HAKOMbIM. Jlyywe YyTOYHW Yy Hero,
oTNpaBnan nu oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BMA nepedaym AaHHbIX, HE TEXHONOIMMS, a BCero nnwb 6peHa, mMapka.
Ewe B 1991 roay HuaepnaHAckas KomMnaHusa 3apernctpuposana 6peHa "WECA", uto
obo3Havano cnosoco4vetaHme "Wireless Fidelity", koTopbin nepeBoAMTCA Kak
"6ecnpoBoaHas TOYHOCTL".



[o Hawero BpeMeHuM gowsna apyras abbpeBmaTtypa, KoTOopas SIBNSIETCS TaKOM Xe
TexHonormnen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3zBaHue ObINO AAaHO C HAMEKOM Ha
CTaHAapT BbICWIEN 3BYKOBOW TexHuMKM Hi-Fi, yTo B mepeBoae o3Ha4daeT "BblCOKas
TOYHOCTB".

Oa, 6ecnnaTHbIN WHTEPHET-AOCTYN B Kade, OoTensx W aspornopTax SBMsETCS
OT/INYHON BO3MOXHOCTbIO BbIXO0A4a B MHTEpHeT. HO MHOrme skcnepTbl CUYMTAOT, YTO
obwepnoctynHble Wi-Fi ceTn He aBnsoTcs 6e30nacHbIMU.

Cosetbl No 6e3onacHocT paboTbl B 06wenocTynHbix ceTsax Wi-fi:

1. He nepepaBali cBOO NNYHYKO MHdOpMauuo 4yepe3 obuwenoctynHbie Wi-Fi ceTu.
Pabotas B HWX, XenatenbHO He BBOAMTb MapoaM AOCTyna, JSIOTMHbI U Kakue-TO
HOMepa;

2. Nicnonb3yi n 06HOBNSIN @aHTUBUPYCHbIE NporpamMmbl 1 6paHamayep. TeM cambiM Tbl
obe3zonacuwb cebs OT 3aKauku BMpyCa Ha TBOE YCTPOWMCTBO;

3. Mpu wncnonb3zosaHum Wi-Fi oTknwoun dyHkumio "Obwmii goctyn K dannam m
npuHTepam". [aHHas @YHKUMA 3aKpbliTa MO YMOJYaHWUIO, OAHAKO HeKoTopble
nosb30oBaTeNnu akKTMBUPYIOT ee ans yaobcTBa ncnonb3oBaHus B pabote unm yyebe;

4. He vcnonb3yn nybnndyHein WI-FI ana nepepaydv NYHLIX AaHHbIX, HanpuMmep Ans
BbIX0A4a B COUMAsIbHbIE CETU UM B SNIEKTPOHHYLIO MOYTY;

5. Ucnonb3yn TonbkKo 3awmuieHHoe coeanHeHmne yepe3s HTTPS, a He HTTP, T.e. npu
Habope Beb6-agpeca BBoan MMeHHO "https://";

6. B wMobunbHOM TenedoHe oTkAuM  dyHkumo  "MoagkntodeHne k  Wi-Fi
aBTOMaTmyeckn". He gonyckal aBTOMaTMYECKOro NMOAKIOYEHUS YCTPOMCTBA K CETSM
Wi-Fi 6e3 TBOEro cornacwus.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAST B HAWYy XW3Hb, MHOrMe foan paboTalT U XUBYT
TaM noOCTossHHO, a B Facebook yxe 3apernctpupoBaH MuNAMapa 4enoBeKk, 4To
ABNSIETCA OAHOM CeabMOM BCexX XuTenen nnaHeTbl. MHorme nonb3oBaTesin He
NOHUMAIOT, YTO MHMOPMaLUMs, pa3MeLLleHHass MU B COLUMalbHbIX CETAX, MOXET 6biTb
HalAeHa M UCNonb30BaHa KeM yrogHo, B TOM 4ucne He obsizatenbHo c 6narumm
HaMepeHUsIMHU.

OcHOBHbIe coBeTbl N0 6€30MacHOCTN B COUMAbHbIX CETAX:

1. OrpaHuyb cnncok Apy3eil. Y Tebs B ApPYy3bsAX He [AO/IKHO ObiTb ClyHalHbIX W
HE3HaKOMbIX NIOAEN;

2. 3awmuwan cBO YacTHYIO XW3Hb. He ykasbiBai naponun, tenedoHbl, agpeca, aAaTty
TBOEro pPOXAEHUA U  APYTYH JINMYHYD WHDOPMauMo. 3M0YMbIWIEHHUKN MOryT
MCNONb30BaTb AaXxe WMHGOPMaUMID O TOM, KakK Tbl M TBOM pOAUTENN MNNaHMpyeTe
NPOBECTU KaHUKYIbI;

3. 3awumLan cBo penyTaumio - AepXn ee B YNCTOTE M 3adaBan cebe BoNpoc: xoTen
Obl Tbl, 4TOGbLI Apyrne nosb3oBaTeNM BUAENWN, UYTO Tbl 3arpyxaewb? [Mogyman,
npexae 4yeMm 4YTo-To onybankoBaTb, HaNMCaTb U 3arpy3uTb;



4. ECnn Tbl rOBOPULLb C NIIOABMU, KOTOPbIX HE 3Haelb, HE UCMONb3YN CBOE peasibHoe
UMA N APYrYK JINYHYIO WMHGOPMaUUK: WUMSA, MECTO XUTeNnbCTBa, MecTo y4debbl u
npouee;

5. WN3beran pasmeweHns ddotorpaduini B WHTepHeTe, rae Tbl u306paxeH Ha
MECTHOCTM, MO KOTOPON MOXHO onpeaennTb TBOE MeCTOMOoJI0XKeHMNe;

6. Mpu pernctpaumm B cCOUManNbHOM ceTn HeobXxoaMMO WCNOMb30BaTb CJIOXHbIE
naponu, cocroswme ns 6yks n umdp M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumanbHOM CeTU, MOYTbl U ApPYyrux CamToB HeobXoAMMO WCMOb30BaTb
pa3sHble naponun. Toraa ecnu tebs B3NOMatOT, TO 3/10YMbIWAEHHUKM NOAyYaT AOCTYN
TO/IbKO K O4HOMY MeCTy, a He BO BCe Cpa3sy.

ONeKTPOHHbIE AeHbIU

DNEKTPOHHbIE AEHbIM - 3TO O4YeHb YAOOHbIM Crnocob nnatexen, oAHaKO CYLEeCTBYHOT
MOLUEHHWKM, KOTOPble XOTAT NONY4YUTb 3TN AEHbIU.

DNEeKTPOHHbIE AEHbIMM NOSIBUINCb COBCEM HEAABHO WM MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcreax 40 CMX NOp He NponMcaHo NMpo HMX B 3aKOHaXx.

B Poccuun xe oHM DYHKUMOHUPYIOT M O HUX YXe MponumcaHo B 3aKoHe, rae ux
pasfensioT Ha HEeCKOJIbKO BMAOB - @aHOHUMHbIE M HE @HOHMMHbIe. PasHunua B TOM, 4YTO
AHOHMMHbIE - 3TO Te, B KOTOPbIX pas3pewaeTcs nNpoBoAUTb onepauun 6e3
naeHTudUKaunm nonb3oBaTens, a B HEAHOHUMHbIX MAeHTUdUKauusa nosb3oBaTtens
aBNseTcs 0bs3aTeNbHON.

Takxe crneayeT pasnnyaTb NEKTPOHHble duraTHble AeHbr (paBHbl FOCYAApCTBEHHbBIM
Bast0TaM) W 3JIEKTPOHHblIE HedumaTHble AeHbrn (He paBHbl [OCYAAPCTBEHHbIM
Basitl0TaM).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 31eKTPOHHbIMU AE€HbraMu:

1. MpuBsaxun K cyety Mo6UNbHLIN TenedoH. DTO caMblii YAO0bHbINM M 6bICTpbIM cnocob
BOCCTA@HOBMTb AOCTyn K cyeTy. [puBsi3aHHbIN TenedoH noMoxeT, ecnu 3abyaelwb
CBOM MAaTeXHbIA Napofib UK 3anaellb Ha CalT C HE3HAKOMOIro YCTPOWCTBa;

2. Ncnonb3yin oaHopa3oBble naponu. locne nepexoda Ha YCUIEHHYIO aBTOpM3aLMio
Tebe yxxe He ByaeT yrpoxaTb ONacHOCTb KpaXu UK nepexsaTa NaaTeXHoOro napons;
3. Bblbepn cnoxHbln naponb. MpectynHukam 6yaeTr He NpOCTO yragaTb CNOXHbIN
naponb. HagexHble naponn - 3To Naponu, KOTopble coaepXxaT He MeHee 8 3HAKOB U
BK/IIOUAOT B cebsa CTpouHble U NPONUCHble 6YKBbI, UNGPbI U HECKOIbKO CUMBOJIOB,
Takne Kak 3HaK jonnapa, @dyHTa, BOCKAMUATENbHbIW 3HaK W T.n. Hanpumep,
$tRONg!;;

4. He BBOAW CBOM NINYHbIE AA@HHbIE HA CalTaX, KOTOPbIM He AOBepsieLlb.

AneKTpoHHas no4rta
DNEeKTPOHHas No4Ta - 3TO TEXHONIOMUS N NPeaocTaBNsieMble elo YCyru no nepecoblike

N MONYYEHUIO INEKTPOHHbIX COObLWEHN, KOTOpble pacnpeaensioTcss B KOMMNbIOTEPHOM
cetu. O6bl4HO 3MEeKTPOHHbIA MNOYTOBbLIA SWMK BbIMNSAUT cneaylowmnMm obpasoM:



UMSA_Nonb3oBaTtena@uMa_aoMeHa. TakXe Kpome nepefadum npocToro TeKcTa,
MMeeTCs BO3MOXHOCTb nepenaBaTb dalinbi.

OcHoBHble coBeTbl N0 6e3onacHoi paboTe C 3N1EKTPOHHOM NOYTON:

1. Hago Bbi6bpaTb NpaBW/IbHbIA MOYTOBbLIA CEPBUC. B MHTEPHETE €CTb OrpoOMHbLIN
BbI6Op 6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Jlyylle A0BEepPSATb TEM, KOro 3Haelb
N KTO MepBbin B pEUTUHre;

2. He ykasbiBal B IMYHOM NoYTe NMYHYIO MHPOpMauunto. Hanpumep, nydwe BbibpaTb
"My3bIKanbHbIM_aHaT@" nnm "pok2013" BMecTo "Temal3";

3. Wcnonb3yn [ABYX3TamMHyk asTopu3auuto. 3TO Korga MNOMMMO Mapofas HYXHO
BBOAMTb KOA, NPUCbIJTAaEMbI No SMS;

4. Bbibepun CnoXHbIM naponb. Ona Ka)Aoro novYToBOro SuWMKa AO0/IXKEH ObiTb CBOM
HaAEeXHbI, YCTOMYNBBLIA K B3/IOMY Naposb;

5. ECnn ecTb BO3MOXHOCTb HamnmcaTb CaMOMY CBOW JIMYHbIA BOMNPOC, MCMNOAb3YM 3Ty
BO3MOXHOCTb;

6. Mcnonb3y HECKONbKO MOYTOBbIX SALWMKOB. lepBbll ANs YAaCTHOWM nepenucku c
agpecataMm, KOTOpbIM Tbl JAoBepsielb. DTO 3/IEKTPOHHbIM agpec He Haao
MCNoNb30BaTb NPWU perncTpaumm Ha popymax n camrtax;

7. He oTkpbiBal daiinbl n apyrme BAOXEHUS B NUCbMaXx, AaXe eCn OHW Npuan ot
TBOMX Apy3eMn. Jlyylwe yTOUHW Y HUX, OTNPaBAsaAn n OHKU Tebe 3Tu dainbl;

8. lMocne okoH4yaHMa paboTbl HA MOYTOBOM CEpBUCE nepes 3aKpbITUEM BKAAAKU C
canToM He 3abyab HaxaTb Ha "BeinTn".

Kn6epObynnuHr nunu BupTyanbHoe nsaeBaTenibCTBO

KnbepbynnmHr - npecnepoBaHue coobuweHnamu, coaepxawmmm ockopbnenHus,
arpeccuio, 3anyrmbBaHue; XyJUraHcTBO; couunasnbHoe 60MKOTMpOBaHWE C MOMOLLbIO
Pa3/INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl Mo 6opbbe ¢ kKMbepbynINHIOM:

1. He 6pocaicsa B 60i. Jlyywnin cnocob: nocoseToBaTbCa Kak ceba BeCTU U, ecnu HeT
TOro, K KOMY MOXHO 06paTuTbCa, TO BHayane yCnokouTbCsA. EcnmM Tbl HauHewb
oTBeYaTb OCKOpPOHMEHMAMU Ha OCKOpHMAEeHMs, TO TONbKO elwe 6onblie pasoXKellb
KOHNUKT;

2. YnpaBnsin ceoen knbeppenyTtaumein;

3. AHOHMMHOCTb B ceTu MHUMas. CyLlecTBYHOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTOMT BECTM XynuraHckumii obpas BUpTyasnbHOM XU3HU. NHTepHeT dukcupyeTt
BCE TBOW AENCTBUS M COXPAHSAET MX. YaanuTb nx byaet KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBOO BMPTYasnbHY YeCTb CMOJIOAY;

6. WrHopupyh eauHuyHbId Heratue. OpHopa3oBble ockopbuTesnbHble CO0O6LeHns
nyduwe nrHopmpoBaTb. O6bIYHO arpeccus npekpalwlaeTcs Ha HavyanbHOM cTaauu;

7. baH arpeccopa. B nporpammax ofmeHa MrHOBEHHbIMM COObBLEHNAMMY,
COUManbHbIX CeTAX eCTb BO3MOXHOCTb 6/710KMPOBKM OTNpaBKM COObLLEeHMN
onpeaeneHHbIX aapecos;



8. Ecnn Tbl cBuaetenbs kKubepbynnuHra. TBOM [ENCTBUSA: BbICTYNUTb MNPOTUB
npecnefoBaTenisi, MoKasaTb €My, 4YTO ero [AelCTBUS OLIEHMBAKOTCS HEraTMBHO,
noaAep)XaTb XKEPTBY, KOTOPOM HyXHa MCUMXOsorMyeckass MoMOLlb, COOBWNTb
B3POC/IbIM O (paKTe arpecCMBHOIO NOBEAEHMUS B CETU.

MoOunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl W MJaHLWeETbl coaepxaT B cebe BNOMHE B3pPOC/bIN
dyHKUMOHAN, W Tenepb OHM MOryT KOHKYpMpoBaTb CO CTaLMOHapHbIMU
KoMmnbloTepamm. OOHaKoO, CPeAcCTB 3awuTbl ANns nogobHbIX YCTPOWCTB MOKa O4YeHb
Mano. TeCTMpoBaHWe M MOUCK YS3BMMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak ans MK, 1o e camoe KacaeTcs 1 MOBUNbHbIX MPUTOXEHUN.

CoBpeMeHHble MOb6uNbHble 6pay3epbl YyXe MNpaKTUYEeCKU A[OrHanM HacTofbHble
aHanorm, ogHako pacwmpeHme @yHKUMOHaNna BreyeTt 3a cobon 60bLIYI0 CINOXHOCTb
M MEHbLUYIO 3aLMLLEHHOCTD.

[Janeko He BCe nMpou3BOAMTENM  BbIMyCKalT OOHOBNEHMS, 3aKpbliBawowune
KpUTUYECKNEe ySI3BUMOCTM AN CBOMX YCTPOMCTB.

OcHOBHbIe coBeTbl 41 6e30nacHOCTN MObubHOro TesedoHa:

Hunuero He sBnsetca no-HactosweMmy 6ecnnaTHbiM. byab oCcTopo)xeH, Beaob Koraa
Tebe npepnaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOryT ObiTb CKpPbITbl Kakue-TO
nnaTHble ycnyru;

OymMain, npexae dyem otnpaButb SMS, ¢oTO MM BUAEO. Tbl TOYHO 3HaelWb, rAe OHU
6yAyT B KOHEYHOM utore?

HeobxoanMo 06HOBNATL ONEpauMOHHY0 CUCTEMY TBOEro CMapTdoHa;

Ncnonb3yn aHTUBUPYCHbIE NpOrpaMmbl AN MObuUbHbIX TenedoHOB;

He 3arpyxai npuioXeHus OoT HEM3BECTHOINO UCTOYHMKA, BeAb OHM MOryT coaepXaTb
BpeAoHOCHOe nporpaMMHoe obecnedveHue;

MNMocne TOro Kak Tbl BblAelWb C CanlTa, raAe BBOAMA NIMYHYKO MHMOPMaUWUo, 3ainan B
HacTponkn 6paysepa n yaanu cookies;

MNepnoanyeckn NpoBepsin, Kakme nnaTHble YCAYrn akTMBMPOBaHbl HAa TBOEM HOMepeE;
[JaBan cBon HoMep MobunbHOro tenedoHa TOMbKO MOAAM, KOTOPbIX Tbl 3HaElWb WU
KOMYy AoBepsielb;

Bluetooth pomxeH 6bITb BbIKNOYEH, KOraa Tbl UM He nosb3yewbcs. He 3abbiBan
MHOrAa NpoBepsThb 3TO.

Online urpbl

CoBpeMeHHble OHNalH-Urpbl - 3TO KpacoO4YHble, 3axBaTbiBaloWMe pas3B/ieYeHMs,
o6beanHSoWME COTHM TbICSY YenoBeK Mo BceMy Mupy. Wrpoku mccneaytoT AaHHbIN
MM MUp, 06LLAOTCS APYr C APYrOM, BbINMOMHAIOT 3a4aHUs, CPaXKarTCsl C MOHCTPaMM U
Mosly4yaloT OnbiT. 3a YAOBOJIbCTBME OHW MAATAT: MOKYNawT AMCK, OMJayMBaloT
aboHeMeHT unu npruobpeTatT Kakme-To onuuu.



Bce 3Tn cpeactBa uAyT Ha noAadepXaHWe W pasBUTME Urpbl, @ TakKXe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbl aBTOPM3auUK, BbIMNYCKalOTCS HOBbIE
natum (Undposble 3annaTkn 479 NporpamMm), 3akpblBatOTCS YS3BMMOCTU CEPBEPOB.

B nogobHbIX Urpax CToMT onacaTbCs HE CTOSIbKO CBOMX COMEPHMKOB, CKOJSIbKO KpaXXu
TBOEro naposnsl, Ha KOTOPOM OCHOBaHa CUCTeMa aBToOpu3aunn 60MbLLUMHCTBA UTp.
OcHOBHbIe coBeTbl N0 6e30NacHOCTM TBOEro UFPOBOIro aKKayHTa:

1. Ecnn ppyro wurpok BegeT ceba nnoxo unnm cospgaet Tebe HenpusaTHOCTH,
3ab610KMpY ero B CNMUCKE UFPOKOB;

2. Tloxanyncs agMWHUCTpaTOpaM Wrpbl Ha MNJ0X0e noBeAeHMe 3TOro Wrpoka,
KenatesnbHO NPUNOXUTb KakmMe-To AoKa3aTesbCTBa B BUAE CKPUHOB;

3. He yka3sbiBal N1M4YHYO0 MHpOpMaumio B npodaiine urpsbl;

. YBaxkal gpyrmux y4acTHUKOB MO Urpe;

. He yctaHaBnuneam HeoduumanbHble NaTtym U Moabl;

. cnonb3yn cnoxHble 1 pasHbie nNaponu;

N o 1 b

. daxe Bo BpeMa Urpbl He CTOUT OTK/IIOYaTb aHTUBUPYC. Moka Tol nrpae€llb, TBOWM
KOMNbOTEP MOTyT 3apa3nTb.

DULIWHT unm KpaXxa NMNYHbIX AaHHbIX

O6blYyHOM KpaXkeh AeHer M AOKYMEHTOB CerofHsl yXe HWKOro He yAMBWLWb, HO C
pPa3BUTUEM WHTEPHET-TEXHONOMMIA 3/10YMbILTIEHHUKN NEPeMeCTUINCb B UHTEPHET, U
NpoAo/IKaT 3aHNUMaTbCs "NtobuMbIM" Aenom.

Tak nosiBunacb HOBas yrposa: WMHTEPHET-MOLWEeHHWYecTBa WKW (ULIWHE, rfaBHas
Luesb KOTOPOro COCTOUT B MONyYeHUU KOHMUAEHUMANbHbBIX AAHHbIX MOfb30BaTeNnen -
NOrMHOB M naponen. Ha aHrnminckoMm sasbike phishing unTaetca kak duwunHr (ot
fishing - ppibHas noens, password - naponb).

OcHoBHble coBeTbl Mo 60pbbe ¢ PULWMHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnm Tbl nmopo3peBaellb, YTO TBOS aHKeTa 6bina
B3/lOMaHa, TO HeobxoauMmo 3abnokumpoBaTb ee UM COO6WMTL agMUHUCTpPaATOpaM
pecypca 06 3TOM Kak MOXHO CKopee;

2. WNcnonb3yn 6e3onacHble Beb6-calTbl, B TOM 4UCNE, MWHTEPHET-MarasmHOB U
MOUCKOBbIX CUCTEM;

3. Vicnonb3ym CnoXxHble 1 pasHble naponu. Takum obpasomMm, ecnn Teba B3nomaroT, TO
3/10YMbILWNEHHMKN NoNy4YaT AOCTYN TONbKO K OAHOMY TBOeMY Npoduto B CETU, a He
KO BCeM;

4. Ecnn Tebss B3nomanu, TO HeobxoamMo npeaynpeauTb BCEX CBOMX 3HAKOMBbIX,
KoTopble aobaBneHbl y Tebs B Apy3bsx, 0 TOM, YyTo Tebs B3nOManuM MU, BO3MOXHO, OT
TBOEro MMeHu 6yaeT paccbiiaTbCA CNaM U CCbIIKM Ha (PULLINMHIOBbIE CanTbl;

5. YcTtaHoBM HagexHbih naponb (PIN) Ha MO6unbHbIN TenedoH;

6. OTKI0UM coxpaHeHme napons B bpay3epe;

7. He oTkpbiBan annbl u apyrue BAOXEHUS B NUCbMaX, AAXe eCNu OHW MpULan oT
TBOUX ApYy3eWn. Jlyule yTOYHW Y HUX, OTNPaBasaaun nm oHu tebe 3Tu dannbl.

LUudposas penytauums



Undposas penytauma - 3TO HeratMBHas wmnum no3mtmBHas MHGOpMauuss B CETU O
Tebe. KomnpomeTtupytowas wuHdOpMauns, pa3MelleHHass B MWHTEpPHEeTe, MOXeT
cepbe3HbiM 06pa3oM OTpa3nTbCsS Ha TBOEW peanbHOM XU3HW. "LUndposas penyTtaymsa"
- 3TO TBOM UMUAX, KOTOPbI dbopMmupyertcsa n3 nHdopmaunm o Tebe B UHTEPHETE.
TBOE MeCTO XuTenbCTBa, Yy4uebbl, TBOe dUMHAHCOBOE MONOXeEHNE, 0CO6eHHOCTH
XapakTepa u pacckasbl 0 61M3KNX - BCE 3TO HaKanMBaeTCcs B CETU.

MHoOrme NoApPOCTKM SIEFKOMbICNIEHHO OTHOCATCA K Nybnmkaumm NMYHOM MHpopMaunm B
NHTepHeTe, He nNOoHMMAs BO3MOXHbIX MOCNEACTBMA. Tbl JaXe He CMOoXewb
aoragatbCcsa 0 TOM, 4YTO doTorpacdus, pa3MelweHHas 5 nert Halaa, ctana NpUYNHOMN
OTKa3a NMpuHATbL Tebsa Ha paboTy.

KoMMeHTapuu, pasMelweHne TBoux doTorpadmin U apyrve AencTBUS MOTyT He
NMCYE3HYTb AaXke Nocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXpaHW 3Ty
nHdopMaumo, nonasa SiM OHa B MOWUCKOBble CUCTEMbI M COXpaHWIacb NM OHa, a
rnaBHoOEe: YTO NoAgyMatoT o Tebe oKkpy>Katowme NaAn, KOTopble HAKAYT U YBUAST 3TO.
HainTm wHdopMaumio MHOro et Ccnycrs cMmoxetT nwbon - kak wm3 pobpbix
noby>XAeHWN, TaKk U C HaMepeHMeM NPUYNHUTL Bpea. DTO MOXeET 6bITb KTO YrOAHO.
OCHOBHbIe COBETbI MO 3aWwmTe LM@PPOBON penyTauun:

1. NMogymain, npexae 4yem 4To-TO Ny6NMKOBaTb M NepenasaTtb y cebsa B 6nore wnun B
couunanbHOM ceTu;

2. B HacTpolikax npoduns yCcTaHOBM OrpaHUYeHMs Ha NpoCMOTP TBoero npoduns um
€ero coaepXxumoro, caenan ero Tonbko "ans apysen";

3. He pa3mewarn u He ykasbiBah WHOOPMALUIO, KOTOpas MOXET Koro-nmbo
ockopbnatb unun obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIEe LWKOMBbHUKM - aKTMBHbIE MOSb30BaTeNM LUGPOBOro MNpPoOCTpaHCTBA.
OaHako paneko He BCe 3HaloT, 4YTO MNOoAb30BaHME MHOMMMMU BO3MOXHOCTSAMMU
undpoBoro Mmmpa TpebyeT cobnoaeHmsa npaB Ha MHTENEKTYaNlbHYO COBCTBEHHOCTb.
TepMUH "MHTennekTyanbHas COOBCTBEHHOCTb" OTHOCUTCS K pa3fiMYHbIM TBOPEHMUNAM
YyesI0BEYECKOr0 yMa, HauduMHasi C HOBbIX M300peTeHMin M 3HaKoB, 0603HayarLWwmx
COBCTBEHHOCTb Ha MpPOAYKTbl M YCNyrM, M 3akaHuuBass KHuramm, dortorpadpusamu,
KMHOMUIBbMaMN N My3biKallbHbIMU NPON3BEAEHUSIMU.

ABTOpCKME nMpaBa - 3TO MNpaBa Ha WHTE/NIEKTyanbHYl0O COBCTBEHHOCTb Ha
Nnpon3BeAeHNss HayKu, nutTepaTypbl U UCKYCcCTBa. ABTOPCKME npaBa BbICTYNalT B
KayecTBe rapaHTUmM TOro, YTO UHTENNEKTYaNbHbIN/TBOPUYECKUIA Tpya aBTOpa He byaeT
HanpacHbIM, AacT €My CrpaBeasiMBbie BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTtax
CBOEro Tpyaa, nonyyuTb UM3BECTHOCTb U NMpu3HaHue. HMKTo 6e3 pa3pelwleHns aBTopa
HE MOXET BOCMPOM3BOAUTL €ro Mnpou3BeAEeHME, pacnpoCcTpaHATb, NybAUYHO
OEMOHCTPMPOBaTb, MpogaBaTb, WMMOPTMPOBATb, MNyCcKaTb B NpokaT, nNyban4YHO
WCMOJIHATb, NOKa3blBaTb/UCMONHATL B 3npe UM pasMeLllaTtb B VIHTEpHeTE.
Mcnonb3oBaHne "nupaTtckoro" nporpaMMHOro obecredeHmss MOXET MpuBECTU K
MHOMMM pUCKaM: OT NOTepM AaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKW TBOEro



YCTPOWCTBA, rAe yCTaHOBJIeHa HeneranbHas nporpamma. He ctouT Takxe 3abbiBaTb,
YTO CYLLUECTBYIOT JNeranbHble U 6ecniaTHble NporpamMMbl, KOTOPble MOXHO HanTu B
ceTu.

O nopTane

CeteBnYoK.pd - TBOW rNaBHblA COBETYMK B CETU. 3A4eCb Tbl MOXElb Y3HaTb O
6€e30NacHOCTU B CETM MOHSATHbIM W AOCTYMHbIM $3bIKOM, @ MNpPXM BO3HUKHOBEHWUMU
KPUTUYECKON CUTyauum obpaTuTbCs 3a COBETOM. A TaKXe MNPUHATb ydacTve B
KOHKYpCax M CTaTb CaMbiM LN(POBbLIM rpaxaaHNUHOM!



